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Development of a Voice-Based Door Access Control
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ABSTRACT: The focal point of this study is the design and construction of voice automatic door opening
system. Materials used in the development of this system are: an atmega328 microcontroller, a relay switch, a
LM7805 voltage regulator, HC-06 bluetooth module and a character LCD module. The deployed method is
based on Bluetooth technology which uses an Android App to send voice command to the door that needs to be
controlled. Based on this method, the door can be controlled to either open to lock. When a voice command is
sent through the App, the Bluetooth module receives the command and passes it to the microcontroller. The
microcontroller then compares this command with the predefined commands which are defined in
microcontroller Firmware code. If this command matches, then the microcontroller sends a command to
operate a relay module that is used in operating the door lock. The device status (lock or unlock) can be seen on
the 16x2 LCD display module.
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l. INTRODUCTION

Present-time events around the world accentuates the importance of security to lives and properties.
Security is inherent to the protection of human rights, the reduction of poverty and the creation of an enabling
environment for development [1].

The concept of security of doors has been broadened beyond the traditional notions of lock and key
method to include the use of microcontroller based digital lock for the safety of doors [2]. Physical keys used to
unlock doors are susceptible to duplication and can be misplaced by individuals. The conventional smartcard
can be lost, duplicated, stolen, forgotten or impersonated with accuracy. Also, the common biometric
technologies and other automations that are being applied have limitations. For instance, an individual’s finger
can be cut off to perform a fingerprint scan, a pin or password can be hacked using various tricks or
permutations and one’s picture can be used for facial recognition [3-6].

Among the biometrics methods, voice has the high usability characteristics which include the simplicity
for the user, feeling of resistance, speed of authentication and a high level of false-rejection rate [7]. It is a
physical security that assures the security of a room or building by limiting access to the room or building to
specific people and by keeping records of such accesses [8].

Several researchers have in various techniques designed voice control system [9-13]. This method
deploys a bluetooth-based technology which uses an Android App to send voice command to the door that needs
to be controlled. If this command matches, then microcontroller sends a command to operate a relay module that
is used in operating the door lock. The device status (lock or unlock) is displayed on the 16x2 LCD display
module.

1. MATERIALS AND METHODS
Components used in the development of this system are; an atmega328 microcontroller, HC-06
bluetooth module, a relay switch, a character LCD module and a LM7805 voltage regulator used to output the
specified DC voltage. It converts a DC input voltage of range 7-25 V to a stable +5 V.

The method for this voice control door lock is based on bluetooth technology using Android App to
send voice command to the door that needs to be controlled. Based on this method, the door can be controlled to
either open or lock.

The complexity of this system is reduced by the microcontroller. Aside from the external mobile phone
and the appliance to be controlled, there are five major blocks in the system. These include the power supply,
HC-05 bluetooth module, Microcontroller, LCD display unit and the electric lock module. The microcontroller
which is the heart of this system manages and takes control of the whole system process. The HC-05 module is
used for sending and receiving voice command through an Android App. A 16x2 LCD is used in displaying the
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door status and system process while a transistor is used as a switching unit to drive and activate/deactivate the
door.

Mobile Phone Power Supply
\ / A
HC-05 Bluetooth G —— > Relay
Module — = Switching unit
LCD Display Electric Lock

Figure 1: Block Diagram of Voice control door lock
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Figure 2: Complete circuit diagram for voice control door lock

The LCD is directly connected to the microcontroller in 4-bit mode. Data pins of LCD namely RS, EN,
D4, D5, D6, D7 are connected to microcontroller digital pin number 6, 7, 8, 9, 10, 11. The Rx and Tx pin of
HC-05 module is connected to Tx and Rx pin of microcontroller respectively. The lock connects to the
microcontroller digital pin D6 using connector U2 for controlling the electric lock. The system is powered by a
1A, 12V small plug pack adapter. The output DC from this adapter is decoupled into 2, three terminal voltage
regulator whose function is to regulate and provide +5V DC supply to the microcontroller, HC-05 module and

the LCD display module.
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Operational Basics

Two voice commands are used to control the device; the “door lock” command is used to lock the door
while the “door unlock” command is used to unlock the door. These Voice commands are used in the
microcontroller code. When a voice command is sent through the App, the Bluetooth module receives the
command and passes it to the microcontroller. The microcontroller then compares this command with the
predefined commands (which are defined in microcontroller Firmware). If this command matches, then
microcontroller sends a command to operate a relay module that is used in operating the door lock. The device

status (lock or unlock) can be seen on the 16x2 LCD display module.

When “door unlock” voice command is sent through the App, the microcontroller gets this command
through the bluetooth module, then sends LOW (0) input voltage to the relay module and the relay will turn off.
the device (electric lock) will also turn off, which is connected to the relayl module. At the same time, the “D1
(door) is unlocked” status print on the 16x2 LCD Display Module. When “door lock” voice command is sent
through the App. Again, the microcontroller gets this command through the Bluetooth module. This time the
microcontroller will send a HIGH (5v) input voltage to the relay module. The relay will turn On. The device
(electric lock) will also turn on, which is connected to the relay module. At the same time, the “D1 (door) is
lock™ status print on the 16x2 LCD Display Module.

Software and Programming

A screen shot of application that was used in the development of the microcontroller firmware code is
shown below. Here, Arduino integrated development environment IDE was used in writing the required
firmware for the microcontroller. The firmware program allows control command to be sent to the system
through the receipt of voice command. The Firmware program was written in C using Arduino IDE.

@ Electricity_Energy_Meter_using_ESP32_Blynk | Arduino 18.13 - X
File Edit Sketch

o—
mpleEsp32.ho|

tor emon;

alibration 83.3
currCalibration 0.50

- lastmillis) / 3600000000.0;

Figure 3: Arduino integrated development environment

Arduino IDE provides library for bluetooth module and the LCD display and this makes writing,
compiling and programing the microcontroller in Arduino easy. In the code, libraries for the bluetooth module
and the LCD display were first included. These libraries contain the core initialization functions that enable the
system communicate with the various components attached to it. The microcontroller digital pins were
initialized and declared as output.

Testing and result

Testing of the project was one of the paramount things that was done before putting it into use. To
accomplish this, a digital multimeter was used in testing and troubleshooting the circuit. Before applying power
to the circuit, the integrated circuits were first removed from their respective sockets in the circuit. This was
done to avoid damage to the integrated circuits, in case there is a short circuit from wrong connection or PCB
track during the construction. To ensure that this does not happen, short circuit test was first carried out to
ensure that there was no short circuit between the PCB connections and other components on the board.
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After the short circuit test, an open circuit test was carried out to ensure that no components were left
unconnected. Finally, voltage test was carried out to ensure that the correct and maximum allowable voltage was
passed to the circuit from the internal power supply. This test helps to make sure that the integrated circuits and
other circuit components received the correct voltage so that they may not get damaged during operation and
testing.

Before installing the microcontroller, it was a good idea to check that the power supply to the
microcontroller was correct. To do this, a 9V to 12V DC was connected to the system, and a check for voltage
between pin 14 and pin 5 of the microcontroller IC socket was carried out. Pin 14 should be at +5V with respect
to pin 5 (GND). With the result of this test, the microcontroller was finally installed in place and the two boards
were connected together through their respective connecting cables. Power was reapplied and the RED LEDs
lights in the bluetooth module flashes to indicate that the module was trying to establish connection with the
mobile phone. A faint click was also observed from the relay as the completed project turns on. Changing the
input selection was done using the switches. It was observed that each time a voice command was sent, the relay
controlling the electric lock switches on.

Figure 5: Front/side view of the system
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Figure 6: Side view of switch and adaptor power source
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Figure 7: A view of the door status

I11l.  CONCLUSION
This research project provides an insight into voice recognition and door access control systems with

the sole aim of securing lives and properties. It is based on bluetooth technology using Android App to send
voice command to the door that needs to be controlled. Based on this method, the door can be controlled to
either open or Lock. The brain behind the system is an ATmega328 microcontroller which interprets the
Bluetooth signal to either open or lock the door.
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