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ABSTRACT: Cloud computing enables the archetype of data outsourcing. Hence to protect data privacy, 

delicate data has to be encrypted before they are outsourced to the fiscal cloud, which make the effective data 

utilization service a challenging task. Even though searchable encryption technique allows users to securely 

search over encrypted data through keywords, they support only Boolean search. They are not yet sufficient to 

meet the data utilization effectively because there is innately demanded by large number of users and data files 

located in cloud. Hence it is necessary to allow multiple keywords in the search request and return documents 

in the order of their relevance to the keywords. The Boolean keyword search technique only produces the 

unsorted result. An effective method proposed for this challenging problem is privacy conserving search over 

encrypted cloud data. This method establishes a set of privacy requirements for secure cloud data utilization 

system through splitting the cloud data and storing the chunk data in different servers after the data has been 

encrypted and outsourced by the data owner. Among different multi-keyword semiology, this method chooses 

the efficient similarity measure of “coordinate matching” for searching technique. Then according to Top K 
Query method the sorted results are produced.  
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I. INTRODUCTION 
Cloud computing has been envisioned as the next generation information technology architecture for 

enterprises, due to its long list of unprecedented advantages in the IT history: on-demand self-service, ubiquitous 

network access, location independent resource pooling, rapid resource elasticity, usage-based pricing and 

transference of risk. As a disruptive technology with profound implications, cloud computing is transforming the 

very nature of how businesses use information technology [1]. Several trends are opening up the era of cloud 
computing, which is an Internet-based development and use of computer technology. The ever cheaper and more 

powerful processors, together with the Software as a Service computing architecture, are transforming data 

centers into pools of computing service on a huge scale. The increasing network bandwidth and reliable yet 

flexible network connections make it even possible that users can now subscribe high quality services from data 

and software that reside solely on remote data centre‘s [2].To protect data privacy and combat unsolicited 

accesses in the cloud and beyond, sensitive data, Cloud service providers (CSP) usually enforce user‘s data 

security through mechanisms like firewalls and virtualization. However, these mechanisms do not protect user‘s 

privacy from the CSP itself since the CSP possesses full control of the system hardware and lower levels of 

software stack [4]. Therefore encryption before data outsourcing the cloud data; this, however, obsoletes the 

traditional data utilization service based on plaintext keyword search. The trivial Solution of downloading all the 

data and decrypting locally is clearly impractical, due to the huge amount of bandwidth cost in cloud scale 
systems. Thus, exploring privacy preserving and effective search service over encrypted cloud data is of 

paramount importance. Considering the potentially large number of on-demand data users and huge amount of 

outsourced data documents in the cloud, this problem is particularly challenging as it is extremely difficult to 

meet also the requirements of performance, system usability, and scalability. 

 

 On the one hand, to meet the effective data retrieval, the large amount of documents demand the cloud 

server to perform result relevance ranking, instead of returning undifferentiated results. Such ranked search 

system enables data users to find the most relevant information quickly, rather than burdensomely sorting through 

every match in the content collection. On the other hand, to improve the search result accuracy as well as to 

enhance the user searching experience, it is also necessary for such ranking system to support multiple keywords 

search, as single keyword search often yields far too coarse results [3]. To provide more accuracy to the end 
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user‘s result is done by searching, the unlabelled data keyword‘s are included in the index of the server and then 

searching is done this search results is then categorized and then they are sorted in their division using Top k 

query algorithm. TOP-k selection queries will help to sort the relevant data and provide the exact data to the end 

user. 

II. MRSE-SYSTEM FORMATION 
 The Efficient MRSE in cloud server is achieved by considering a cloud data hosting service 

involving three different entities they are the data owner, the data user, and the cloud server.  

A. DataOwner : The data owner has a collection of data documents F to be outsourced to the cloud server in the 

encrypted form C. To enhance the searching capability over C for effective data utilization, the data owner, 

will first build an encrypted searchable index I from F, and then outsource both the index I and the encrypted 
document collection C to the cloud server. The document collection C is referred to both labelled and 

unlabelled documents.  
 

B. Data User :To search the document collection for t given keywords, an authenticated user requires a 

corresponding trapdoor T through search control mechanisms. 
 

C. Cloud Server : Upon receiving T from a data user, the cloud server is responsible to search the index I and 

return the corresponding set of encrypted documents. To improve the document retrieval accuracy, the search 

result should be ranked by the cloud server according to some ranking criteria. And  to reduce the communication 

cost, the data user may send an optional number k along with the trapdoor T so that the cloud server only sends 

back top-k documents that are most relevant to the search query. To enhance the privacy in cloud server the 

documents are made as chunk and stored in servers. 
 

 

Fig.1Overview Approach of MRSE Formation 
 

Finally, the access control mechanism is employed to manage decryption capabilities given to users and the data 

collection can be updated in terms of inserting new documents, updating existing documents, and deleting 

existing documents. 
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DESIGN GOALS  : 
To enable multi keyword ranked search for effective utilization of outsourced cloud data under the 

aforementioned model, our system design should simultaneously achieve security and performance guarantees as 

follows. 

A. Multi-keyword ranked search 
To design search schemes which allow multi-keyword query and provide result similarity ranking for 

effective data retrieval, instead of returning undifferentiated results.  

B. Privacy-preserving 
To prevent the cloud server from learning additional information from the data set and the index, and to 

meet privacy requirements, the following should be maintained 

 Keyword Privacy 

 Trapdoor Unlink ability 

 Access Pattern 

 

C. Efficiency: The goals on functionality and privacy should be achieved with low communication and 
computation overhead. 

III. PRIVACY PRESERVING ON CLOUD COMPUTING 
Privacy-preserving query over encrypted graph-structured data in cloud computing establish a strict 

privacy requirements for a secure cloud data utilization system to become practical. This graph structured data 

utilizes the principle of "filtering-and-verification". This method implements efficient inner product as the 

pruning tool to carry out the filtering procedure [6].The major issue is of security in service outsourcing: the 
elements of an encryption scheme and the execution protocol for encrypted query processing. The model of 

secure query processing is SCONEDB (Secure Computation ON an Encrypted Database). The conventional way 

to deal with security threats is to apply encryption on the plain data and to allow only authorized parties to 

perform decryption. Unauthorized parties, including the service provider, should not be able to recover the plain 

data even if they can access the encrypted database. Some previous works have experienced the encryption 

problem in the outsourced database model. However, these studies are restricted to simple SQL operations. In 

practice, users often interact with a database via applications in which queries are not easily expressible in SQL. 

Moreover, most of the previous methods were specially engineered to work against one specific attack model. 

However, the problem should consider with respect to various security requirements, considering different 

attacker capabilities. And then the arrival of K-nearest neighbor (kNN) algorithm enhances the security and also it 

express the various encryption schemes that are designed to support secure kNN query processing under different 

attacker possibilities [10].Supporting effective data search operations over outsourced cloud data in a privacy-
preserving manner is another key challenge. Existing techniques such as searchable encryption are either too 

computationally expensive, or lack the enough flexibility and usability to be adopted by cloud users in practice. 

 So the focus on achieving ranked/similarity search, multi-keyword search, multi-dimensional range query, and 

graph-structured data, by combining lightweight cryptography primitives with information-retrieval techniques in 

novel ways. The existing solution is based on the MD algorithm and cosine similarity, and a scalar-product 

preserving encryption scheme, which achieves better-than-linear search complexity while preserving data and 

query privacy simultaneously.  

 

 

 

 
 

 

 

Fig.2 Privacy-Preservingoverclouddata 
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IV. EFFICIENT SEARCH OVER CLOUD COMPUTING 

Ranking search will greatly enhances the system usability by enabling search result relevance ranking 

instead of sending undifferentiated results. Then the exploration of the Statistical Measure Approach will provide 

the information retrieval to develop a secure searchable index, and develop a one-to-many order-conserving 
mapping technique to protect the sensitive score details. The outcome of this design will facilitate the efficient 

server-side ranking without missing keyword privacy [8]. Advantage of ranking search has taking one step closer 

towards practical deployment of privacy-preserving service in Cloud Computing. The ideal construction of 

ranked keyword search under the state-of-the-art searchable symmetric encryption security definition, and 

demonstrate its inefficiency. To achieve more practical performance the definition for ranked searchable 

symmetric encryption, that give an efficient design by utilizing the existing cryptographic primitive, order-

preserving symmetric encryption .Thorough analysis it shows that solution provides security guarantee compared 

to previous searchable symmetric encryption schemes, while correctly realizing the goal of ranked keyword 

search. Extensive experimental results demonstrate the efficiency of the solution among the search [11]. 

 

Figure3 Usable Search Schemes Over Cloud Data 

 

V. MRSE FRAMEWORK 
In this section, we define the framework of multi-keyword ranked search over encrypted cloud data 

(MRSE) and establish various strict systemize privacy requirements for such a secure cloud data utilization 

system. The operations on the data documents are not shown in the framework since the data owner could easily 

employ the traditional symmetric key cryptography to encrypt and then outsource data. With focus on the index 

and query, the MRSE system consists of four algorithms as follows-- 

 

Setup (1l) Taking a security parameter ‗l‘ as input, the data owner outputs a symmetric key as SK. 

 

BuildIndex (Ƒ, SK) Based on the data set Ƒ, the data owner builds a searchable index I which is encrypted by the 

symmetric key SK and then outsourced to the cloud server. After the index construction, the document collection 

can be independently encrypted and outsourced.  

 
Trapdoor (ῶ) with t keywords of interest in ῶ as input, this algorithm generates a corresponding trapdoor Tῶ. 

 

Query(Tῶ,k,I) When the cloud server receives a query request as (Tῶ,k), it performs the ranked search on the 

index I with the help of trapdoor Tῶ, and finally returns Ƒῶ , the ranked id list of top-k documents sorted by their 

similarity with ῶ. 

Neither the search control nor the access control is within the scope of this paper. While the former is to 

regulate how authorized users acquire trapdoors, the later is to manage users‘ access to outsourced documents. 

A. Notations 

 Ƒ—the plaintext document collection, denoted as a set of m data documents= (F1, F2...Fm). 

 C—the encrypted document collection stored in the cloud server, denoted as C= (C1, C2... Cm). 

 W—the dictionary, i.e., the keyword set consisting of n keyword, denoted as W= (W1,W2... Wn). 
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 I—the searchable index associated with C, denoted as (I1, I2... Im) where each sub index Ii is built for Fi. 

 ῶ—the subset of W, representing the keywords in a search request, denoted as ῶ= (Wj1, Wj2...Wjn). 

 T ῶ —the trapdoor for the search request ῶ 

 Ƒῶ —the ranked id list of all documents according to their relevance to ῶ. 

VI. MRSE-TF 

TF–IDF, short for term frequency–inverse document frequency, is a numerical statistic that is intended 

to reflect how important a word is to a document in a collection or corpus. It is often used as a weighting factor in 

information retrieval and text mining. The TF–IDF value increases proportionally to the number of times a word 

appears in the document, but is offset by the frequency of the word in the corpus, which helps to control for the 

fact that some words are generally more common than others. Variations of the TF–IDF weighting scheme are 

often used by search engines as a central tool in scoring and ranking a document's relevance given a user query. 

TF–IDF can be successfully used for stop-words filtering in various subject fields including text summarization 

and classification. 

TF (t,d)  

IDF (t,D)  

 N: total number of documents in the corpus 

  : Number of documents where the term t appears (i.e., tf(t,d)≠0). If the term is not in the 

corpus, this will lead to a division-by-zero. It is therefore common to adjust the denominator to 

1+ . 

Mathematically the base of the log function does not matter and constitutes a constant multiplicative factor 

towards the overall result. 

Then tf–idf is calculated as, 

TFIDF (t,d,D) = tf(t,d)*idf(t,D) 

 
A high weight in tf–idf is reached by a high term frequency and a low document frequency of the term in the 

whole collection of documents; the weights hence tend to filter out common terms. Since the ratio inside the idf's 

log function is always greater than or equal to 1, the value is greater than or equal to 0. As term appears in more 

number of documents, the ratio inside the logarithm approaches 1 and it bring the idf and tf-idf closer to 0. 

 

VII. RELATED WORKS 
A. Searchable Keyword Encryption :A mechanism Searchable Keyword-Based Encryption (SKBE) 

considers decrypting the searched results as well as searching for desired documents. In addition to searching 

ability in existing schemes, SKBE's another goal is to enable a user to give a proxy the ability to decrypt only the 

encryptions containing desired keywords, but not other encryptions. For providing the most powerful 

functionality, it is designed for supporting conjunctive keyword search in a public key setting. SKBE is a public 

key encryption with the following functionalities. A message is encrypted using a public key. Then, the cipher 

text depends on the keywords associated with the message. Given certain information called a decrypt trapdoor 
for keywords, cipher texts containing all of keywords can be decrypted without a private key. Similar to 

searchable encryptions, given certain information called a search trapdoor for keywords, we can test whether a 

cipher text contains keywords all, but get no other information about its original document. These trapdoors can 

be generated only with. Without a trapdoor, a cipher text does not reveal anything about its corresponding 

document. 
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B. Boolean Keyword SearchableEncryption :To enrich search functionalities, conjunctive keyword 

search   over encrypted data have been proposed. These schemes incur large overhead caused by their 

fundamental primitives, such as computation cost by bilinear map, for example, or communication cost by secret 

sharing. As a more general search approach, predicate encryption schemes   are recently proposed to support both 

conjunctive and disjunctive search. Conjunctive keyword search returns ―all-or-nothing,‖ which means it only 

returns those documents in which all the keywords specified by the search query appear; disjunctive keyword 

search returns undifferentiated results, which means it returns every document that contains a subset of the 
specific keywords, even only one keyword of interest. In short, none of existing Boolean keyword searchable 

encryption schemes support multiple keywords ranked search over encrypted cloud data while preserving privacy 

as we propose to explore in this paper. Without providing the capability to compare concealed inner products, 

predicate encryption is not qualified for performing ranked search. Furthermore, most of these schemes are built 

upon the expensive evaluation of pairing operations on elliptic curves. Such inefficiency disadvantage also limits 

their practical performance when deployed in the cloud. Our early work [3] has been aware of this problem, and 

provides solutions to the multi-keyword ranked search over encrypted data problem. In this paper, we extend and 

improve more technical details as compared to [3]. We propose two new schemes to support more search 

semantics which improve the search experience of the MRSE scheme, and also study the dynamic operation on 

the data set and index which addresses some important yet practical considerations for the MRSE design. On a 

different front, the research on top-k retrieval in database community is also loosely connected to our problem.  
 

 Departing from many previous works that focused on queries consisting of a single keyword, we 

consider the case of queries consisting of arbitrary Boolean expressions on keywords, that is to say conjunctions 

and disjunctions of keywords and their complement. Our construction of Boolean symmetric searchable 

encryption BSSE is mainly based on the orthogonalization of the keyword field according to the Gram- Schmidt 

process. Each document stored in an outsourced server is associated with a label which contains all the keywords 

corresponding to the document, and searches are performed by way of a simple inner product. Furthermore, the 

queries in the BSSE scheme are randomized [3]. This randomization hides the search pattern of the user since the 

search results cannot be associated deterministically to queries. In addition, the search complexity is in O(n) 

where n is the number of documents stored in the outsourced server. 

VIII. CONCLUSION 
 The solution of multi-keyword ranked search over encrypted cloud data enhances the user to receive the 

relevant data in the search. And establish a variety of privacy requirements. Here in multi-keyword semiology, 

the efficient similarity measure of ―coordinate matching,‖ is prosed, that effectively measures the relevance of 

outsourced data to the query keywords, and use ―inner product similarity‖ to calculate such smarty measure. For 

meeting the effectiveness of supporting multi-keyword semantic without privacy breaches, the idea of MRSE 

using secure inner product computation is established. And to improve the privacy the documents are made into 
chunk in servers. Using the Term Frequency method the relevancy of the desired document is determined that 

method is established by the Top K Query. The results of that method produce the required K documents to the 

end user. Through this sequence of function the efficient of cloud data usage is effectively utilized. 

REFERENCES 
[1] C. Wang, Q. Wang, K. Ren, and W. Lou, ―Privacy-Preserving Public Auditing for Data Storage Security in Cloud Computing,‖ Proc. 

IEEE INFOCOM, 2010. 

[2] C. Wang, Q. Wang, K. Ren, N. Cao, and W. Lou, ―Toward Secure and Dependable Storage Services in Cloud Computing,‖ IEEE 

Trans. Services Computing, vol. 5, no. 2, pp. 220-232, Apr.-June 2012 

[3] N. Cao, C. Wang, M. Li, K. Ren, and W. Lou, ―Privacy-Preserving Multi-Keyword Ranked Search over Encrypted Cloud Data,‖ 

Proc. IEEE INFOCOM, , jan, 2014. 

[4] E.-J. Goh, ―Secure Indexes,‖ Cryptology ePrint Archive, http:// eprint.iacr.org/2003/216. 2003 

[5] N. Cao, S. Yu, Z. Yang, W. Lou, and Y. Hou, ―LT Codes-Based Secure and Reliable Cloud Storage Service,‖ Proc. IEEE INFO- 

COM, pp. 693-701, 2012. 

[6] S. Kamara and K. Lauter, ―Cryptographic Cloud Storage,‖ Proc. 14th Int‘l Conf. Financial Cryptograpy and Data Security, Jan. 2010.  

[7] A. Singhal, ―Modern Information Retrieval: A Brief Overview,‖ IEEE Data Eng. Bull., vol. 24, no. 4, pp. 35-43, Mar. 2001.  

[8] Y.-C. Chang and M. Mitzenmacher, ―Privacy Preserving Keyword Searches on Remote Encrypted Data,‖ Proc. Third Int‘l Conf. 

Applied Cryptography and Network Security, 2005.  

[9] R. Curtmola, J.A. Garay, S. Kamara, and R. Ostrovsky, ―Searchable Symmetric Encryption: Improved Definitions and Efficient Con- 

structions,‖ Proc. 13th ACM Conf. Computer and Comm. Security (CCS ‘06), 2006.  

[10]  D. Boneh, G.D. Crescenzo, R. Ostrovsky, and G. Persiano, ―Public Key Encryption with Keyword Search,‖ Proc. Int‘l Conf. Theory 

and Applications of Cryptographic Techniques (EUROCRYPT), 2004. 

[11] M. Bellare, A. Boldyreva, and A. ONeill, ―Deterministic and Efficiently Searchable Encryption,‖ Proc. 27th Ann. Int‘l Cryptology 

Conf. Advances in Cryptology (CRYPTO ‘07), 2007.  

[12] J. Li, Q. Wang, C. Wang, N. Cao, K. Ren, and W. Lou, ―Fuzzy Keyword Search Over Encrypted Data in Cloud Computing,‖ Proc. 

IEEE INFOCOM, Mar. 2010.  



Privacy Conserving In Cloud Documents Over… 

www.ijesi.org                                                                55 | Page 

[13] D. Boneh, E. Kushilevitz, R. Ostrovsky, and W.E.S. III, ―Public Key Encryption That Allows PIR Queries,‖ Proc. 27th Ann. Int‘l 

Cryptology Conf. Advances in Cryptology (CRYPTO ‘07), 2007. 

[14] P. Golle, J. Staddon, and B. Waters, ―Secure Conjunctive Keyword Search over Encrypted Data,‖ Proc. Applied Cryptography and 

Network Security, pp. 31-45, 2004.  

[15]  L. Ballard, S. Kamara, and F. Monrose, ―Achieving Efficient Conjunctive Keyword Searches over Encrypted Data,‖ Proc. Seventh 

Int‘l Conf. Information and Comm. Security (ICICS ‘05), 2005.  

[16] Y. Hwang and P. Lee, ―Public Key Encryption with Conjunctive Keyword Search and Its Extension to a Multi-User System,‖ Pairing, 

vol. 4575, pp. 2-22, 2007.  

[17] J. Katz, A. Sahai, and B. Waters, ―Predicate Encryption Supporting Disjunctions, Polynomial Equations, and Inner Products,‖ Proc. 

27th Ann. Int‘l Conf. Theory and Applications of Cryptographic Techniques (EUROCRYPT), 2008.  

[18] A. Lewko, T. Okamoto, A. Sahai, K. Takashima, and B. Waters, ―Fully Secure Functional Encryption: Attribute-Based Encryption 

and (Hierarchical) Inner Product Encryption,‖ Proc. 29th Ann. Int‘l Conf. Theory and Applications of Cryptographic Techniques 

(EUROCRYPT ‘10), 2010.  

[19] E. Shen, E. Shi, and B. Waters, ―Predicate Privacy in Encryption Systems,‖ Proc. Sixth Theory of Cryptography Conf. Theory of 

Cryptography (TCC), 2009. 

[20] M. Li, S. Yu, N. Cao, and W. Lou, ―Authorized Private Keyword Search over Encrypted Data in Cloud Computing,‖ Proc. 31st Int‘ l 

Conf. Distributed Computing Systems (ICDCS ‘10), pp. 383- 392, June 2011.  

[21] C. Wang, N. Cao, J. Li, K. Ren, and W. Lou, ―Secure Ranked Keyword Search over Encrypted Cloud Data,‖ Proc. IEEE 30th Int‘l 

Conf. Distributed Computing Systems (ICDCS ‘10), 2010.  

[22] C. Wang, N. Cao, K. Ren, and W. Lou, ―Enabling Secure and Efficient Ranked Keyword Search over Outsourced CloudData,‖ IEEE 

Trans. Parallel and Distributed Systems, vol. 23, no. 8, pp. 1467- 1479, Aug. 2012. 


