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ABSTRACT: Biometrics is the science and technology of measuring and analyzing biological data. It is used
to uniquely identify individuals by their physical characteristics or personal behaviour traits. Biometrics"
means "life measurement™ but the term is usually associated with the use of unique physiological characteristics
to identify an individual. The application which most people associate with biometrics is security. A number of
biometric traits have been developed and are used to authenticate the persons identity. In this paper various
biometric techniques are discussed, special focus on facial recognition system and its advantages over other
biometric techniques.
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l. INTRODUCTION

The method of identification based on biometric characteristics is preferred over traditional passwords
and PIN based methods for various reasons such as: The person to be identified is required to be physically
present at the time-of-identification. Identification based on biometric techniques obviates the need to remember
a password or carry a token. Biometric technologies are thus defined as the "automated methods of identifying
or authenticating the identity of a living person based on a physiological or behavioral characteristic". [4] A
biometric system is essentially a pattern recognition system that operates by acquiring biometric data from an
individual extracting a feature set from the acquired data, and comparing this feature set against context, a
biometric system may operate either in verification mode or identification mode.

o Verification mode: in verification mode, the system validates a person’s identity by comparing the
captured biometric data with her/his own biometric template(s) stored in the system database. In such
system, an individual who desires to be recognized claims an identity, usually via a personal identification
number (PIN), a user name, or a smart card, and the system conducts a one to one comparison to determine
whether the claim is true or not (e.g.”Does this biometric data belong to Mr. X?”). Identify verification is
typically used for positive recognition, where the aim is to prevent multiple people from using the same
identity [12]

e ldentification mode: In identification mode, the system recognizes an individual by searching the templates
of all the users in the database for a match. Therefore the system conducts a one to many comparison to
establish an individual’s identity (or fails if the subject is not enrolled in the system database)[12].

Biometric verification Biometric identification
(1:1 authentication) (I:N authentication)
The user presents his/her ID (or card) The user only presents his/her biometric
and the biometric data, which is matched data, which is matched against all the
against the enrolled biometric data biometric data in the database.
corresponding to the ID (or on the card). (Convenience: high)

> Genuine or impostor

Figure 1. Biometric verification and Biometric Identification (in case of PC log-in) [5]
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Il.  BIOMETRICS CHARACTERSTICS

“Biometrics” means “life measurement” but this term is generally couple with the use of unique and accurate
physiological characteristics to identify a person, some characteristics of biometrics are:

[1] Universal: Every person must possess the characteristic/attribute. The attribute must be one that is
universal and seldom lost to accident or disease.

[2] Invariance of properties: They should be constant over a long period of time. The attribute should not be
subject to significant differences based on age either episodic or chronic disease.

[3] Measurability: The properties should be suitable for capture without waiting time and must be easy to
gather the attribute data passively.

[4] Singularity: Each expression of the attribute must be unique to the individual. The characteristics should
have sufficient unique properties to distinguish one person from any other.

[5] Acceptance: The capturing should be possible in a way acceptable to a large percentage of the population.
Excluded are particularly invasive technologies, i.e. technologies which require a part of the human body to
be taken or which (apparently) impair the human body.

[6] Reducibility: The captured data should be capable of being reduced to a file which is easy to handle.

[7] Reliability and tamper-resistance: The attribute should be impractical to mask or manipulate. The process
should ensure high reliability and reproducibility.

[8] Privacy: The process should not violate the privacy of the person.

[9] Comparable: Should be able to reduce the attribute to a state that makes it digitally comparable to others.
The less probabilistic the matching involved, the more authoritative the identification.

[10] Inimitable: The attribute must be irreproducible by other means. The less reproducible the attribute, the
more likely it will be authoritative. [1]

Characteristics Fingerprints Fasn Retina Iris Face Signature Voice
Geometry
Easy of Use high high Low Medium Medium High High
Lighting, : ;

Error Incidence erness, Hand Glasses Lighting age, glasses, C'hang 1B Hawse,
dirt, age injury, age R signature colds

Accuracy High High Veey Very High High High

high high

User Acceptance | Medium Medium Medium | Medium Medium High high

oo Koo High Medium | high high Medium Medium Medium

Stability

TABLE 1. Characteristics features of Biometric technology [3]

I, VARIOUS BIOMETRIC TECHNOLOGIES
Biometric technologies are widely used in commercial, government and forensic application area and
all these area acquire various biometric techniques. A number of various Biometric techniques exist and are in
use in various applications. Each biometric has its strength and weakness. A brief introduction to some of the
biometric techniques is given below and the images are shown in figure(2).

DNA: Deoxyribonucleic acid (DNA) is the one dimensional ultimate unique code for one’s individuality-except
for the fact that identical twins have identical DNA patterns. It is however, currently used mostly in the context
of forensic applications for person recognition. There is total three issues limit the utility of this biometric for
other applications: 1) contamination and sensitivity, 2) automatic real time recognition issues and 3) privacy
issues. [2]

EAR: The ear recognition approach is basically based on matching the distance of salient points of the pinna
from a landmark location of the ear. The features of an ear are not expected to be very unique or distinctive in
establishing the identity of an individual.
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FACE: It is probably most common biometric characteristics use by humans to make personal recognition. The
face recognition technology can be either static, controlled verification or it can be dynamic uncontrolled face
identification method. The most famous approaches to face recognition are either based on (i) location and
shape of eyes, eyebrows, lips, nose and chin or (ii) the global analysis of the face image that represents a face
which is a combination of number of canonical faces.

FACIAL, HAND AND HAND VEIN THERMOGRAM: one important characterstic of an individual is the
pattern of heat radiated by human body. This characterstic of a human can be captured by an infrared camera in
an unobtrusive way much like a regular photograph. A thermogram base system will not require contact and is
uniquely noninvasive.

FINGERPRINTS: The mode of fingerprinting technology for human identification is been used from many
centuries and its matching accuracy is also very high. Fingerprints of an identical twins are always different and
so are the prints on each finger of the same person.

GAIT: It is a unique way of walking of a human and it’s a spatio temporal biometric technique. It is not
suppose to be very disticntive and hence used in low security application. It comes under behavioral biometric
and gate based system uses video sequence footage of a person’s walking to measure several different
movements.

HAND: Hand scan and recogntion is based on the measurements of the human hand such as, shape, length and
width of the fingures, size of palm etc. The size of the hand geometry base system is quite large and thus can not
be used in certain devices like laptops. Some of hand geometry scanners produce only the video signal with the
hand shape. Image digitalization and processing is then done in the computer to process those signals in order to
obtain required video or image of the hand [14, 16].

IRIS: The iris is the annular region of the eye bounded by the pupil and the sclera (white of the eye) on either
side. The visual texture of the iris is formed during fetal development and stabilizes during the first two years of
life. The accuracy and speed of currently deployed iris-based recognition systems is promising and point to the
feasibility of large-scale identification systems based on iris information. Each iris is distinctive and, like
fingerprints, even the irises of identical twins are different. [2]

RETINA: Retina scan is based on the blood vessel pattern in the retina of the eye. Retina scan technology is
older than the iris scan technology that also uses a part of the eye. [6]. Retina is not directly visible and so a
coherent infrared light source is necessary to illuminate the retina. The infrared energy is immersed more rapidly
by blood yacht in the retina than by the surrounding tissue. The image of the retina blood vessel pattern is then
analyzed for characteristic points within the pattern. The retina scan is more susceptible to some diseases than
the iris scan, but such diseases are relatively rare [7].

PALM PRINT: The palms of the human hands contain pattern of ridges and valleys much like the fingerprints.
The area of the palm is much larger than the area of a finger and, as a result, palmprints are expected to be even
more distinctive than the fingerprints. Since palmprint scanners need to capture a large area, they are bulkier and
more expensive than the fingerprint sensors[15].

SIGNATURE: It is process used to recognize a person’s hand written signature. It is a behavioral biometric and
comes under dynamic verification technology. The technology uses the analysis of the speed, shape, stroke, and
pen pressure and timing information during the act of signing naturally.

VOICE: Voice recognition technology does not measure the visual features of the human body. In voice
recognition sound sensations of a person is measured and compared to an existing dataset. The person to be
identified is usually required to speak a secret code, which facilitate the verification process [1].
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Figure2: examples of biometric characteristics: (a)DNA, (b) ear, (c) face, (d) facial thermogram (e) hand
thermogram (f) hand vein (g) fingerprint (h) gait, (i) hand geometry, (j) iris (k) palm print, (1) retina, (m)
signature, and (n) voice [2]

IV FACE RECOGNITION
(A) Overview:

Face recognition is an interesting application of pattern recognition and recently it has received
significant attention. The task is can be done by matching a selected face to one of many faces present in the
dataset. It is a most reliable method of biometric personal identification. Various techniques have been proposed
and much work has been done in recognizing face under small variations in face orientation, expressions,
lighting, back-ground [8]. Face recognition system can be used in various human -machine interfaces and
various other automatic access control systems. It’s true challenge to build an automated system which equals
human ability to recognize faces. Although humans are quite good identifying known faces, we are not very
skilled when we must deal with a large amount of unknown faces. The computers, with an almost limitless
memory and computational speed, should overcome human limitations. Face recognition remains as an unsolved
problem and a demanded technology [10].

(B) Facial Recognition Technology (FRT)

Facial recognition technologies are basically divided into two areas and they are Facial metric and
Eigen faces. Facial metric technology relies on the manufacture of the specific facial features that is the system
usually look for the positioning of eyes, nose and mouth and distances between these features , shown in the
following figures.

Figure 3: Recognition of face from body

The face region is rescaled to a fixed pre-defined size (e.g. 150-100 points or 180-200 points). This normalized
face image will be called the canonical image. Then the facial metrics are computed and then stored in a face
template. The figure for the normalized face is given below.

Figure 4: Normalized face

WwWw.ijesi.org 27 | Page



Biometric Technology: A Look And Survey....

The Eigen Face method is based on categorizing faces according to the degree of it with a fixed set of
100 to 150 eigen faces. The eigen faces that are created will appear as light and dark areas that are arranged in a
specific pattern. This pattern shows how different features of a face are singled out. It has to be evaluated and
scored. There will be a pattern to evaluate symmetry, if there is any style of facial hair, where the hairline is, or
evaluate the size of the nose or mouth. Other eigen faces have patterns that are less simple to identify, and the
image of the eigen face may look very little like a face. Every face is assigned a degree of fit to each of 150
eigen faces, only the 40 template eigen faces with the highest degree of fit are necessary to reconstruct the face
with the accuracy of 99 percent. The whole thing is done using Face Recognition softwares [20,9,11,19].

Figure 5: Eigen face
(C) Process Structure:
Facial recognition is a form of computer vision that uses faces to attempt to identify a person or verify
its identity. Facial recognition is including following steps to complete the process structure.

Stepl: Taking Input image or acquiring the image of an individual’s face either from a digital scan of an
existing photograph or acquiring a live picture of a person.

Step2: Locating image or detecting face with the use of some software or tool.

Step3: Analysing face image or extracting its features and focusing on the triangle features such as eyes, nose,
lips.

Step4: Comparison or Identification that includes the face print created by the software will be compared to all
face prints the system has stored in its database.

Step5: Verification includes match or no match. Software decides whether or not any comparisons from above
step are close enough to declare a possible match.

Input image

!

Face detection

!

Feature extraction

v

Face recognition

Figure 6: Basic building block of face recognition system
(D) Advantages of using Face Recognition: Following is the list of advantages of using the FRT

[1] One of the top benefits of using bio metric face recognition over other forms of face technology is that this
type of biometrics offers a non-contact process. This science makes it easy to capture information from
people with biometrics facial technology, since images of the person’s face can easily captured even from a
distance.

[2] Instead of requiring a person to offer their fingerprint or asking them to submit iris scaning or retinal
scanning. Facial characteristics can be videoed or captured easily without requiring any contact at all. For
many purposes, such as crime deterrent or security purposes, the ability to collect biometric facial
information without the subject knowing it is extremely important.
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[3] Another of the benefits that can be enjoyed with facial recognition biometrics is fast and accurate results.
When using biometric face recognition systems, users are able to enjoy high recognition rates and short
processing times, making these systems an effective option. Most biometric systems also provide the ability
to recognize someones face regardless of facial changes, which may include a different expression, the
addition of a beard, or even the addition of glasses. Systems also can accurately recognize your face even if
your face is captured from a different vantage point. This advance in biometrics facial technology has made
this type of biometrics more user friendly than before.

[4] Reliable face matching is offered by bio metric face recognition systems, which is another advantage of
choosing this type of technology. Individual facial features are used by face recognition technology to
provide identification and authentication. Biometric face identification software can easily be integrated in
to various types of video monitoring systems and various video and graphic formats are supported as well.
Most face recognition systems can also be easily adapted to work with existing biometric IT systems that
companies are using.

[5] Facial recognition biometric devices offers a range of applications that is highly diverse, including access
control, border control, crime fighting, and more. From law enforcement agencies to large corporations with
sensitive areas, this biometric technology can provide excellent benefits [13].

(E) Limitations of Facial Recognition Technology

Like any other biometric face recognition also have certain disadvantages. (a) The face can be
obstructed by hair, glasses, hats, scarves, etc. (b) also changes in lighting or facial expressions can affect the
device as well as technology. (c) a very distinct disadvantage related to face recognition is that people’s faces
changes over a period of time.

V CONCLUSION

Biometrics is a rapidly developing technology being used widely in various applications such as,
forensic, government, social, law enforcement, due to its feature of providing security and authenticity of a
particular subject. | this paper we have presented an extensive review of certain important characteristics and
various biometric techniques. But certainly it is not possible to definitely state if a biometric technique has a
successful run, there are certain factors which can affect the authenticity of a subject like in fingerprint dry/oily
finger, in voice recognition cold or illness can affect voice, in face recognition lightening conditions, in iris scan
too much movement of head or eye, in hand geometry bandages and in signature scan different signing
positions. Among all the biometric techniques Face recognition is the technique which is not intrusive and can
be done from a distance even without the user being aware they are being scanned. It can be use purposely for
the high security issues like in bank or government offices. Face recognition technology are more reliable, non
intrusive, inexpensive and extremely accurate. Currently it is the most challenging recognition technologies
which are being widely used.
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