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ABSTRACT : The rapid development of data transfer through the Internet made it easier to send the data
accurate and faster to the destination. There are many transmission media to transfer the data to destination
like e-mails; at the same time it may be easier to modify and misuse the valuable information through hacking.
So, in order to transfer the data securely to the destination without any modifications, there are many
approaches like cryptography and steganography. This paper deals with a new technique steganography to hide
encrypted confidential data within images. Steganography is the art of hiding the fact that communication is
taking place, by hiding information in other information. Many different carrier file formats can be used, but
digital images are the most popular because of their frequency on the internet. For hiding secret information in
images, there exist a large variety of steganography techniques. Some are more complex than others and all of
them have respective strong and weak points. Different applications may require absolute invisibility of the
secret information, while others require a large secret message to be hidden. This paper intends to give a brief
idea about the new image steganographic approach that makes use of Least Significant Bit (LSB) algorithm for
embedding the data into the bit map image.
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l. INTRODUCTION

With the rapid growth of computer networks, data security has become a major concern and
thus, data hiding technique has attracted people around the globe. Steganography techniques are used to address
digital copyrights management, protect information, and conceal secrets [1]. It is the art and science of hiding
information into picture or other media in such a way that no-one apart from the sender and intended recipient
even realizes there is a hidden information [2], [3]. This includes the concealment of digital information within
computer files. Generally, a steganographic message will appear to be something else, may be picture, video,
sound file, even the radio communication. This apparent message is the covertext. For instance, a message may
be hidden by using invisible ink between the visible lines of innocuous documents. The hidden information is
called stego message which may be open message, but may be encrypted one as well. Data hiding [4] in the
image has become an important technique for image authentication. Ownership verification and authentication
is the major task for military people, research institute and scientist. It refers to the nearly invisible embedding
of information within a host data set as message, image, and video. In steganographic [5], [6] applications, the
hidden data may be secrete message or secrete hologram or secrete video whose mere presence within the host
data set should be undetectable; The goal of steganography is to hide the message in the source image by some
key techniques and cryptography is a process to hide the message content. To hide a message inside an image
without changing its visible properties [7] the source image may be altered. The most common methods to make
these alteration involves the usage of the least-significant bit (LSB) developed by masking, filtering and
transformations on the source image [8].

This paper focuses on the technique to secure data or message with authenticity and integrity. The entire work
has been done in MATLAB. In this work, the secret message is encrypted before the actual embedding process
starts. It uses a simple encryption technique and a secret key and hence it will almost be impossible for the
intruder to unhide the actual secret message from the embedded cover file without knowing secret key. Only
receiver and sender know the secret key. N-bit LSB substitution technique is used as embedding and extraction
method.
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1. LITERATURE REVIEW

Information security and image authentication has become very important to protect digital
image document from unauthorized access. Data is the backbone of today’s communication. To ensure that data
is secured and does not go to unintended destination, the concept of data hiding came up to protect a piece of
information [9]. Digital data can be delivered over computer networks with little errors and often without
interference. The Internet provides a communication method to distribute information to the masses. Therefore,
the confidentiality and data integrity are required to protect against unauthorized access and use. Steganography
and Cryptography are parallel data security techniques and the techniques can be implemented side by side, in
fact steganographic system can implement cryptographic data security. With cryptography we can protect the
message but not hide its existence [10]. Steganography pay attention to the degree of invisibility while
cryptography pays attention to the security of the message. Once the presence of hidden information is revealed
or even suspected, the purpose of steganography is partly defeated. The strength of steganography can thus be
increased by combining it with cryptography.

Steganography relies on hiding message in unsuspected multimedia data and is generally used in secret
communication between acknowledged parties [11]. The technique replaces insignificant bits of the digital
media with the secret data. The concept is to embed the hidden object into a significantly larger object so that
the change is undetectable by the human eye [12]. All digital file formats can be used for steganography, but the
formats those are with a high degree of redundancy are more suitable. The redundant bits of an object are those
bits that can be altered without the alteration being detected easily. The most popular cover objects used for
steganography are digital images. Digital images often have a large amount of redundant data, and this is what
steganography uses to hide the message [13]. Cryptography merely obscures the integrity of the information so
that it does not make sense to anyone except the creator and the recipient. Steganography could be considered as
the dark cousin of cryptography. Cryptography assures privacy whereas Steganography assures secrecy.
Steganography and cryptography are both used to ensure data confidentiality. However, steganography differs
from cryptography in the sense that the cryptography focuses on keeping the contents of a message secret,
steganography focuses on keeping the existence of a message secret [14]. Thus, with cryptography anybody can
see that both parties are communicating in secret. Steganography hides the existence of a secret message in such
a way that nobody can see that both parties are communicating in secret.

The basics of embedding data rely on three different facts i.e. capacity, security, and robustness. Capacity means
the media on which the data is to be hidden should hold the data, so that the complexity of the medium should
not be disturbed [15]. Security means the embedding algorithm is said to be secure if the embedded information
cannot be removed beyond reliable detection by targeted attacks [16]. Finally, robustness means the amount of
manipulation a cover image (original image) can handle without drawing any attention that a change has taken
place. Steganography and cryptography have to guarantee any of the requirements.

1. PROPOSED METHOD

Ensuring data security is a big challenge for all computer users. To enhance the embedding capacity of
image steganography and provide an imperceptible stegoimage for human vision, it proposes a framework for
hiding large volumes of data in images by combining cryptography and steganography while incurring minimal
perceptual degradation and to solve the problem of unauthorized data access. Steganography can also be
implemented to cryptographic data so that it increases the security of this data. The method first encrypts a
message using transposition cipher technique and then embeds the encrypted message inside an image using
LSB embedding technique. The block diagram of proposed system is as shown in Fig. 1.
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Fig. 1: Block Diagram of the Proposed Svstem
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The resulting stego-image can be transmitted without revealing that secret information is being exchanged.
Furthermore, even if an attacker were to defeat the steganographic technique to detect the message from the
stego-image, he/she would still require the cryptographic decoding method to decipher the encrypted message.

3.1 Encryption Procedure

This encryptiom procedure is simple and efficient and is of symmetric type where only receiver and
sender know the secret key. The secret key length is variable and is of range double precision. At the receiver
side during extraction process the decryption, that is the reverse process of encryption is carried out using the
same key to obtain the secret message from the stego-image. In transposition cipher method, the plaintext is
written row wise in a matrix of given size, but is read out column wise in a specific order depending on a key
[17]. The key tells the size of the matrix. To encrypt plaintext, the transposition cipher writes the message in a
rectangle, row by row, and reads the message off, column by column, but permutes the order of the columns
based on the key. In a regular columnar transposition cipher, any extra spaces are filled with nulls and in an
irregular columnar transposition cipher, the spaces are left blank.

3.2 Data Embedding Procedure

Least Significant Bit substitution method is a very simple approach for embedding information in a
cover image. The basic idea is to insert the secret message in the least significant bits of the images. The
algorithm has to take the first N cover pixels, where N is the total length of the secret message that is to be
embedded in bits. After that every pixel's last bit will be replaced by one of the message bits. To explain how
the data embedding procedure works, let us consider the following cover image.

Byte 1

Byte 2

Byte 3

Byte 4

Byte 5

Byte 6

Byte 7

Byte 8

10101101

01011100

10011100

00101101

11000100

01101100

11010010

10110111

Suppose a secret number 183 is to embed. The binary equivalent of the number is 10110111. At least 8 bytes in
cover image are needed to embed the secret number 183. Now modify the LSB of each byte of the cover image
by each of the bit of the secret number 10110111. Table-1 shows the data embedding procedure for this secret
number 183.

Table 1: Data Embedding Procedure using LSB Method

Before Embedding After Embedding Bit Inserted Consequences
10101101 10101101 1 No change in bit pattern
01011100 01011100 0 No change in bit pattern
10011100 10011101 1 Change in bit Pattern
00101101 00101101 1 No change in bit pattern
11000100 11000100 0 No change in bit pattern
01101100 01101101 1 Change in bit Pattern
11010010 11010011 1 Change in bit Pattern
10110111 10110111 1 No change in bit pattern

3.3 Data Extraction Procedure

The data extraction procedure is the inverse of the data embedding procedure. In this procedure the
secret message is extracted from the stego-image. The receiver inputs the stego-image to the data extraction
algorithm. The LSBs of each pixel of stego-image is extracted and placed in an array. Each 8 bit from the array
is then converted into characters. This output is actually encrypted form of the original message. Then the
message is decrypted using the same transposition method that is used in encrypting. In decrypting, the
ciphertext is written row wise in a matrix of same size as in encrypting method. To get the plaintext, the matrix
will be read out column wise in a specific order depending on the key.

V. IMPLEMENTATION AND EXPERIMENTAL RESULTS

Fig. 2 shows the steganography process of the cover image being passed into the embedding
function with the message to encode resulting in a stego-image containing the hidden message. A key is used to
protect the hidden message. The key is usually a password also used to encrypt and decrypt the message before
and after embedding. Secret message can be hidden inside all sorts of cover information: text, images, audio,
video and more. However, there are tools available to store secrets inside almost any type of cover source. The
most important property of a cover source is the amount of data that can be stored inside it, without changing the
noticeable properties of the cover image.
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It has basically two modules: i) Encryption and Embedding Module, and ii) Extraction and Decryption Module.
First module is used to hide encrypted information into the image; no one can see that information. This module
requires any type of image and message and gives the only one image file in the destination.

Second module is used to get the hidden information in an image file. It takes the image file as an output, and
gives two files at the destination folder, one is the same image file and another is the original message file.

The graphical representation of the system is as follows:

1. Encryption and Embedding Module. Select two files: Image file and Message file as input.
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Fig. 3: Encryption and Embedding Module

2. Extraction and Decryption Module. Select Stego-image file as input.
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Fig. 4: Extraction and Decryption Module
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V. CONCLUSION

Data security is the most important issue in any communication. Lots of data security and data hiding
algorithms have been developed in the last decade. Steganography has its place in security. It is the art of hiding
information and an effort to conceal the existence of the embedded information. This work is a combination of
steganography and cryptography, which provides a strong backbone for its security. Original message is being
hidden within a carrier such that the changes so occurred in the carrier are not observable. In this paper we have
discussed how digital images can be used as a carrier to hide messages. Steganography is a useful tool that
allows covert transmission of information over communication channel. Combining secret image with the
carrier image gives the hidden image. The hidden image is difficult to detect without retrieval. The entire work
has done in MATLAB. The hidden message is encrypted using a simple encryption algorithm using secret key
and hence it will be almost impossible for the intruder to unhide the actual secret message from the embedded
cover file without knowing secret key.
Steganography has numerous useful applications. However, it can be misused like other technologies. For
instance terrorists may use this technique for their secret secure communication.
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