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Abstract: A need for implementing and monitoring the students in a campus or university during session hours
has become a priority in educational institutions in our nation. The basic emphasis is on the current location of
the discrete. In this paper, we focus the presence of the candidate/student using RFID tag and sending a short
message service using subscriber identity module to a registered mobile. The administrator can monitor the
moments of the candidate by reading the tags with the reader. Monitoring the candidates is related to the
network reliability at the readers.
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l. INTRODUCTION

The presence of a discrete within a campus is increasing the concern for the campus administrations.
As significance a model being designed through a wireless communication through RFID’S. Our prototype is
designed in such a way that the devices are within the communication range. The operational range of typically
RFID tags used in this application is between 10cms — 15c¢cms. For higher frequency tags there are up to 10
meters and for ultra frequency they are UHF devices. It is considered that the readers manage to communicate
with the tags with the close physical proximity of the location of the reader. The aspect of this paper is the
highlights of the RFID tags and the readers of a practical implementation in campus monitoring .Basically this
idea is developed from the concept of distance bounding. Distance bounding protocols prevented distance fraud,
mafia fraud and terrorist fraud. The reader operates on assuming that the RFID tag is in a close proximity based
on the RFID system. The proxy tag doesn’t need to authenticate itself to the reader as the authentication is relied
on the original tag. With the help of this proxy tags when the attacker moves the valuable item it can be detected
without the knowledge of mafia. A diagrammatical representation of the above practical demonstration of mafia
fraud is designed below.
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The SIM module here used is referred as SIM900 module which is capable to send the data in a two way
direction. In one direction it sends the data to a registered mobile and in another direction it sends the data will
be pooled at a server. When the data by the tag is once read by the RFID reader it keeps a track of all the tags
which are passing through and sends the data to the server. Each time the administrator refreshes the website he
can view the track of the tags.

In the previous system the reader can only find the tag in its physical proximity. So in a hostile environment,
when the fraudulent device enters, it pretends to be the neighbour and will adversely the intended services. So
due to this the administrator will not be constantly having an awareness of the devices/tags in the location. Here
the manpower may be in a increasing because for each and every time the administrator wants to know the tags
in his location, he need to refresh the website. There may more time complexity in tracking the tags which
depends upon the network availability in the readers.

But our system does not allow a fraudulent device to be its neighbour, and tracks each and every tag in its
network and intimates to the administrator through SIM module accurately. So the administrator may have a
facility to be aware of the tags even when the server couldn’t respond properly. The location of the tags can be
accurately found out by administrator remotely if he can handle a mobile phone. The time complexity in
locating the device through SIM module may be more than the data pooling from the server.

Www.ijesi.org 71 | Page



Monitoring And Centering A...

1. RESEARCH METHODOLOGY
This study is comprised of a descriptive study of research. The technique that was used under
descriptive method is the normative survey approach and evaluation, which is commonly used to explore RFID
tags in a certain perspective location where the tags move voluntarily. The architecture of our approach is seen

below. _
F =

RFID Reader:

Fig2: RFID reader
An RFID reader's function is based upon the RFID tags. The means of data transmission is wireless and because
the distance between the tag and reader is relatively short. It contains an Radio Frequency module, which acts as
both a transmitter and receiver. There will be an oscillator in this transmitter to create the carrier frequency; and
also it contains a modulator which strikes data commands and also an amplifier to increase the signal for
processing the tags. The receiver has a demodulator which takes the data. There will be a microprocessor which
acts as the control unit and also it will store the data. This data can be sent to the network.

Frequencies

Generally between the readers and tags the data will be carried by the radio waves .This approach can be
adopted to allocate frequencies depending on application. Some specific ranges are discussed here:

Low Frequency (LF) will be ranging from 125 - 135 kHz.

High Frequency (HF) will be ranging from 13.56 MHz.
Ultra High Frequency (UHF) will be ranging from 400 -1200 MHz.

The allocation of frequencies is administered by different government agencies, based on RFID applications in
different countries. Since security access, asset tracking and animal identification have short reading ranges and
lower system costs they are done in mostly the low frequency systems. Whereas high-frequency systems
maintain long reading ranges and high reading speeds they are used for applications like railroad car tracking
and automated toll collection. But it results in higher costs. Environmental conditions, generally at the higher
frequencies, can also depend upon the range of communication.

DIGIDUINO:

Digiduino is basically a development hardware board which is developed to do efficient projects for most of the
real-time applications. It is same as Arduino which is technically more advanced and developed. User gets a
dual experience in a single hardware module because it has both the features of Arduino and Atmel AVR.
Arduino + AVR=Digiduino
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Fig3: Digiduino board

Feature Digiduino
Form Factor Average
Operating Voltage 3.5V to 5.5V

Minimum Voltage, Current &
Maximum Voltage, Current

7.5V,1A - 36V,8A

Power Mode

USB, ISP,
Battery

Adaptor,

General Purpose Digital 10
Pins

13 — Arduino

23 — AVR Operations

Pin configurations:

(PCINT14/RESET) PCe )
(PCINT1&/RXD) PDo O
(PCINT17/TXD) PD1
(PCINT18/NTO) PD2 ]

(PCINT19/OC2B/INT 1) PD3 O
(PCINT20/XCHK/TO) PDa O
WoC O

GMD O
(PCINTE&XTALWTOSCH) PBE [
(PCINT7XTAL2TOSC2) PB7 O
(PCINT21/0C0B/T1) PDs ]
(PCINTZ2/0C0oAMAING) PDs [
(PCINT23/AINT) PD7 O
(PCINTO/CLKOVICP1) PBO O

L/ N I ) I O VY (VR

R
W= a

14

—

28
27
26
25
24
23

21

20
19
18
17
16
15

[ PCs (ADCS/SCL/PCINT13)
[ PCa (ADC4'SDAPCINT12)
1 PC3 (ADCPCINT11)

1 PC2 (ADC2PCINT 10)

1 PC1 (ADC1HPCINTS)

1 PCo (ADCOWPCINT8)

1 GMND

1 AREF

1 AvVCC

1 PBs (SCK/PCINTS)

1 PB4 (MISO/PCINT4)

1 PB3 (MOSKOCZ2ZAFPCINT3)
[ PBz (SS/OC1B/PCINTZ)

1 PB1 (OC1APCINT 1)

Specifications

I/0 and Packages
Operating Voltage:

High Performance, Low Power AVR 8-Bit Microcontroller
Advanced RISC Architecture
High Endurance Non-volatile Memory Segments
Temperature Measurement
Special Microcontroller Features

— 2.7V - 5.5V for ATmega328P

e  Temperature Range:

— Automotive Temperature Range: -40°C to +125°C

Advantages:

e Uniquely designed for ease of access

Reliable and Feasible

]
e Dual platform
[ ]

Open source hardware and software
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SIM900 MODULE:

Fig4: SIM900 module

The SIM900 is a Quad-band GSM/GPRS solution in a SMT module which is used to develop real-time
applications. SIM900 module provides GSM/GPRS 850/900/1800/1900MHz performance less power
consumption. SIM900 is of size 24mm x 24mm x 3 mm, and can be used for mobile to mobile communications.
There will be a powerful single-chip processor integrating AMR926EJ-S core in SIM900.This Quad - band
GSM module will be approx. size of 24mmx24mmx3mm.

SIM system is assembled on SIM900 Mainframe platform. Power source, interfaces of computer, clock
synchronization, and each and every module status are enabled on this mainframe. A RS-232 host interface and
ADLINK GPIB interface card (IEEE-488.2) are designed on this mainframe. All commands to each and every
module are routed through this mainframe host interface. Messages are transferred depending on their port
number; the mainframe sends data to and from the certain destination. Two auxiliary RS-232 ports are
communicated through this messaging system. Through these ports, any number of SIM900 mainframes and
RS-232 instruments can be controlled from one host interface in the mainframe. In non-volatile memory of the
SIM900 a 4000 byte start-up script is stored. When it is enabled, all the commands stored in this script are
executed for each and every time the mainframe is turned on. This can ensure that for a desired starting
configuration all the modules are automatically set. All modules can access various powers at +5 V, £15 V and
+24 V. mainframe power supplies well regulated and filtered DC voltages which maintain stable performance.

RFID Tags:

ODO0966161\8 Va7 .27

Fig5: RFIG tag

An Radio Frequency ldentification tag is a microchip which contains an antenna in a compact package. T 0
make a RFID tag to be attached with an object which is to be tracked this packaging is designed. The antenna
receives the signals from an RFID reader and then sends the signal (like a unique serial number or other
generalized information). RFID tags are very small in size from a large rice grain to a small paperback book.

Active Tag
A RFID tag is an active tag contains a battery that can be used for tag's circuitry and antenna as a power source.
Some of these tags may contain rechargeable batteries others may be sealed units.

Advantages
e Depending on large frequencies it can be read remotely.
e It may contain sensors that can use electricity for power.
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Disadvantages
e  These tags are typically more expensive, and they need a power source.
e The tag is physically larger, which may cause limit to many real-time applications.
e The maintenance costs of these tags are greater than those of a passive.

Passive Tag
These tags do not contain a battery source. When radio waves from the reader are received by these tags, the
antenna coiled within the tag forms a magnetic field. Then the tag gets power from it, boosting the circuits and
sends the information encoded into the tag memory.
Disadvantages
e This type of tags can be accessible at very short distances which probably may limit the certain
applications.
e Itisnot possible to include sensors to these tags that can use electricity for power.
e These tags remain readable even after the device to which the tag is attached is no longer being tracked
for a very long time.
[ ]
Advantages
e These tags work without a battery and much less expensive.
e These tags are smaller and may be they can be in the size of a grain of rice also.
e These tags have almost been deployed in consumer goods and other areas.

Working process:
When a tag is being swiped through the RFID reader the data will be impacted at the SIM module and it sends
the data to the registered mobile and at the same time it populates the data at the server depending upon the
network situation.

Propagation of data

The VCC and GND of RFID reader are connected to the VCC AND GND of digiduino board. In the same way
the VCC and GND of SIM900 are connected to the VCC AND GND of digiduino board. The reader contains
TX (transmission) and ports. This port is connected to DO bit of digiduino board. The bits D4 and D5 will
transmit the data which is received from the reader to the SIM module to its RX and TX data pins. The SIM
module has a two way direction of transmitting the data. In one direction it transmits to a respective network
through which it propagates the data to the registered mobile. In other way it sends the data to the server where
the data will be populated.

1. RESULTS

On the basis of the modules used which are discussed in the above methodologies we had found out some few
iterations.

Data extracted from room1l:

eeeee \/odafone IN = 3:04 pm ¥ 61% @4

New Message Cancel

USER_ONE ENTERED
INTO ROOM One

Fig6: Message from tagl
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Data extracted from room2:

Data extracted from rooma3:

Data extracted from intruder:

eeeee \/odafone IN & 3:04 pm

New Message

To: Akhilesh-mtech

Sun, 26 Apr

USER_ONE ENTERED
INTO ROOM One

USER_ONE ENTERED
INTO ROOM TWO

¥ 61% @) #

Cancel

Fig7: Message from tag2

eeeee \odafone IN T 3:04 pm

New Message

To: Akhilesh-mtech

26 Apr 1

USER_ONE ENTERED
INTO ROOM One

USER_ONE ENTERED
INTO ROOM TWO

USER_ONE ENTERED
INTO ROOM Three

v 61% W4

Cancel

Fig8: Message from tag3

eeeee Vodafone IN = 3:04 pm

New Message

To: Akhilesh-mtech

USER_ONE ENTERED
INTO ROOM One

USER_ONE ENTERED
INTO ROOM TWO

USER_ONE ENTERED
INTO ROOM Three

USER_ONE ENTERED
INTO ROOM four

User-one out of
boundary

USER_ONE ENTERED
INTO ROOM One

ISFR ONF EFNTFRFD

(O]

v 61% W+
Cancel
Send

Fig9: Message from intruder
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Data pooled from server:

C o @ s

./ # datasparkfun.com - Strea x N\ ¥ A -
« C N & bhttps://data.sparkfun.com/streams/xR0OvrLa6Xh89800v65d e =

13 Apps [ Customizelinks [ Windows [ Windows Marketpla.. [*] Windows Media [ Google Groups =] Java Archive Downl...

sam ple rfid  sample rfid

JSON CSV | MySQL | PostgreSQL  Atom

[®] Which JDK exe shou... § Air Force One 181Int.. (03 akhil jobs

DATA.SPARKFUN.COM °

TaGS

100% (50.00 of 50 MB) remaining

room timestamp user
2 2015-05-02T15:46:58.2927Z user_one
1 2015-05-02T15:42:24.2277 user_one
3 2015-05-02T15:13:48.9757 user_one
Newel Older
Brought to you with % by SparkFun Electronics. Powered by i

This data is populated as soon as the tag reads the reader and it will be pooled at the respective server. The
administrator can keep a track of discrete through this webpage.

FEW ESTIMATED GRAPHS AND TABLES:

TABLE 1: FREQUENCY V/S DATA ACCESSABILITY

Frequency Data Accessibility
0.5 2
0.7 3
1 4

1 2 3

M Frequency

M Data Accessahiltiy

FIG 11: A GRAPH ON FREQUENCY AND DATA ACCESSIBILTIY

(LOW CONDITION)
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TABLE 2:FREQUENCY V/S DATA ACCESSABILITY

Frequency Data Accessibility
1 4
2 5
3 6

]

§ Vertical (Value) Axis |

B Frequency

M Data Accessabiltiy

1 2 3

H= =

" FIG 12: A GRAPH ON FREQUENCY AND DATA ACCESSIBILTIY

(MODRATE CONDITION)
TABLE 3: FREQUENCY V/S DATA ACCESSABILITY
Frequency Data Accessibility
3 6
5 8
6 11

B Frequency

M Data Accessabiltiy

0[I'erti-r_al (Value) Axis
e

1 2 3

FIG 13: A GRAPH ON FREQUENCY AND DATA ACCESSIBILTIY
(HIGH CONDITION)
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TABLE 4: FREQUENCY V/S DISTANCE

Frequency Distance
1 4

3 8

9 15

16

&
i

14

12

10
MODERATE

B Frequency
M Distance

1 2 3

FIG 14: GRAPH ON FREQUENCY V/S DISTANCE
“WHEN THE FREQUENCY OF RFID READER IS HIGH THEN CAPABILITY TO ACCESS DATA
FROM A RFID TAG AT A LONGER DISTANCE IS POSSIBLE”

V. CONCLUSION

Since it has become more crucial and the need for adequate resources for tracking a person in a remote
location, our emulation will be helpful to find track the discrete. We could provide enough resources to the
tracker to get immediate response remotely. This evaluation of a sample set of protocol proposals using the
above modules enhanced that the practical requirements with consideration of hardware cost, energy efficiency,
and execution time are more reasonable for remote monitoring implementation. Mainly in this study we can
observe that the administrator can have a track of discrete even when he is not reachable to his personal
computer. So our proposed paper added a benefit to the tracker to go mobile anywhere and beware of discrete.
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