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ABSTRACT : Ubiquitous computing has revolutionized interaction of humans and machines. Cloud
computing has been mainly used for storing data and various computational purposes. It has changed the face
of using the internet. But, as we know every technology has its pros and cons. Securing cloud environment is the
most challenging issue for the researchers and developers. Main aspects which cloud security should cover are
authentication, authorization, data protection etc. Establishing trust between cloud service providers (CSP) is
the biggest challenge, when someone is discussing about cloud security. Trust is a critical factor which mainly
depends on perception of reputation and self-assessment done by both user and CSP. The trust model can act as
security strength evaluator and ranking service for cloud application and services. For establishing trust
relationship between two parties, mutual trust mechanism is reliable, as it does verification from both sides.
There are various trust models which mainly focuses on securing one party i.e., they validate either user or
service node. In this survey paper, the study of various trust models and their various parameters are discussed.
KEYWORDS -Mutual trust, cloud security, secure environment, Cloud Service Node (CSP), and reliability

l. INTRODUCTION

Over the past few years, cloud computing has interrupted nearly each and every part of IT. Sales,
marketing, finance and support all of these applications are reengineered to take advantage of cloud’s instant
access no download and as we go attributes. Cloud computing is an emerging technology, which is a new
pattern of business computing. It can dynamically provide on demand computing services over the internet.
Today, most of the organizations all over the world are making use of cloud services. It has been mainly used
for huge amount of data storage and computational purposes.

It has become very important paradigm for IT service delivery. As a technology, cloud computing has
achieved its goal of being elastic, robust, flexible, economical and readily available. For start-up organizations,
which have limited funding, cloud computing provide high-end computing facilities to access various
technologies. Cloud computing services leverage the technology that uses the internet and remote server to
maintain data and applications. It allows the users to use the applications without actually installing them.

The NIST (National Institute of Standards & Technology) defines the cloud computing as: [1]

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources that can be rapidly provisioned and released with minimal
management effort or service provide interaction.”

According to [2]A cloud is a type of parallel and distributed system consisting of a collection of inter-
connected and virtualized computers that are dynamically provisioned and presented as one or more unified
computing resource(s) based on service-level agreements established through negotiation between the service
provider and consumers.”

It provides resource pooling, elasticity, scalability, on-demand services and many other new
technologies for performing task with fewer burdens. One of the biggest advantages of storing data in cloud is
unlimited access to the data, irrespective of time and place. The figure 1 shows a typical cloud computing
environment comprises of user’s computer and various networking devices.
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Figure 1: A typical cloud environment. [4]

1.1 Security Measures in Cloud Computing

There are various challenges of cloud computing such as compliance concerns, security and privacy,
lack of standards and continuously evolving cloud environment. But among these, most challenging issue in
cloud is privacy and security. Security must be an integral but separately configurable part of the cloud. Today,
there are various fake cloud service providers, who used to cheat the users or customers by making fake
websites. When any user registers with them by login and proving their important credential details, these
organizations use the information for their own profit. The most basic example is the fake messages coming
from bank websites which are actually send by intruders to the customer. A user should never share his/her
important details till he do not get satisfied by the terms and conditions and service level agreement of the cloud
service provider.

Irrespective of traditional technologies, cloud has various extra-ordinary features, such as in cloud;
resources are heterogeneous, totally virtualized and completely distributed which are belonging to cloud
providers.So, in cloud, security concerns are mainly related to risk areas such as lack of control, external data
storage, multi-tenancy, integration with internal security. [11] Moving sensitive and critical data to the public
cloud environment is of great concern. A cloud service node must ensure that the customers will have excellent
security and privacy controls over their applications, data and various services. [12]

Downtime, data loss and password weakness are some of the problems in cloud which we generally do
not experience in traditional IT solutions so frequently as compared to cloud environment. The security is often
a major of concern for companies who have already adopted cloud services. While dealing with cloud at
business or corporate level, the sensitive data i.e., confidential and expensive data is transmitted over the
network. Managing such important data at ground level is very much difficult and costly. Generally cloud
computing have following security areas, which are mainly concerned: [19]

(1) Physical Security

Cloud service providers have to physically secure the IT hardware; such as routers, servers etc. against
unauthorized access, theft, interference, fires, floods etc. and must ensure for essential supplies such as
electricity; are sufficiently present without any disruption. This is normally achieved by serving cloud
applications from ‘world-class' (i.e. professionally designed, specified, maintained, constructed, monitored and
managed) data centres.

(2) Personnel security
Various information security concerns relating to the IT and other professionals associated with cloud
services are typically handled through pre-, Para- and post-employment activities such as training programs,
security screening potential recruits, security awareness, proactive security monitoring and supervision, service
level agreements, disciplinary procedures and contractual obligations embedded in employment contracts codes
of conduct, policies etc.
(3) Availability:
Cloud providers must ensure that customers can rely on them for accessing their data and applications;
at least in part. Failures at any point not only within the cloud service providers’ domains but also outside of it.
This may disrupt the communications chains between users and applications.
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(4) Application security:

Cloud providers ensure that applications available as a service via the cloud are secure by designing,
implementing, specifying, testing and maintaining appropriate application security measures in the cloud
environment. Consequently, customers are also required to assure themselves that cloud applications are
efficiently secured for their specific purposes, including their compliance obligations.

(5) Privacy:

Providers must ensure that all critical data; like credit card number, bank account details etc. are secure
in cloud and only authorized users have access to these confidential data. Moreover, digital identities and
credentials must be protected as should any data that the provider collects or produces about customer activity in
the cloud. The key security design principles apply to all the detailed security design recommendations. This
unified security approach includes the following design principles:

e  Assume attackers are authenticated and authorized.
Do not trust client information initially.
Use established strong cryptographic techniques.
Automate security operations.
Limit routing and audit extensively.
Implement effective governance, risk management and compliance.
According to cloud security alliance as with any security area the organizations should adopt a risk-
based approach to moving to the cloud and selecting security options. They should have good idea of their
comfort level for transitioning to the cloud and which deployment models and locations fit their security and
risk requirements. The security of cloud mainly depends on the type of cloud i.e., public, private, community or
hybrid; being used by any organization. Public cloud is the most vulnerable among all types. As the name
suggests, public cloud is easily approachable by anyone. In fact, vulnerable users, like intruders, hackers can
easily check the components and they can misuse it. Here, most of the time, authentication of user is not
required. As no verification id done from the side of cloud service provider, they remain unaware about the
vulnerable elements present in the cloud environment. The private cloud is more secure than the public cloud as
it is used by any particular organization. There is need of authentication for being authorized user of the private
cloud. But, private cloud has threat from its own authorized users. It means, there can be some user who can use
the important and private information of the organization of his own need own greed. And he/she can pass this
information to third party, which can be highly vulnerable to the corresponding organization.

The figure 2 various risks and threats which affects the cloud security. These are business risk, legal
risk, operations risk and technical risks. Technical risks comprises of malware threats which are one of the
biggest threat for the cloud, application vulnerabilities, network threats etc.
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Figure: 2 Cloud Security Risks [19]

Various cloud security attributes are federal policies, configurable security policy management, logical
security policies, programmable infrastructure, on-demand elastic service and adaptive trust zones.
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1.2 Trust Mechanism for Cloud Computing

Although, cloud computing has so many advantages, but still it restricts clients or users to move to
cloud. One the most common and crucial reason is lack of trust between users and cloud service providers. So,
for establishing a secure environment for cloud, trust is very much important. Before we learn trust from cloud
computing point of view, firstly try to understand, what trust actually means.

Trust can be defined as [13, 14] a subjective mutual measurable relationship between two parties which
are willing to act securely reliably and dependably, in a given situation for a context of time.As addressed in
[10] “the growing importance of cloud computing makes it increasingly imperative that we grapple with the
meaning of trust in the cloud and how the customer, provider, and society in general establish that trust.”

Based on the concepts of trust developed in social sciences [15, 16] “Trust is a mental state comprising:

Expectancy - the trustor expects a specific behaviour from the trustee (such as providing valid
information or effectively performing cooperative actions);

Belief - the trustor believes that the expected behaviour occurs, based on the evidence of the trustee’s
competence, integrity, and goodwill;

Willingness to take risk - the trustor is willing to take risk for that belief.”

The trust mechanism can provide an efficient way for improving the security of cloud computing. It
can be adapted as a solution for the problem of security of the system.

Policy based trust:

PKI is widely used technology that support digital signature, attribute certification and validation as
well as key certification and validation. The trust ideas used in PKI can apply formal trust mechanism in
cloud.PKI issue and maintain valid public key certificates which is based on certification authority’s
conformance with certain certificate policies. These certificate policies play an important and central role in PKI
trust. [17]

Evidence-based trust:

To use evidence as the attribute in calculating trust, there are two things; one is the trustor’s
expectation on the trustee. In cloud computing environment, these aspects include performance, security and
privacy. And the second one is the trustee’s expectation on trustor. This includes capability, consistency and
intension of the trustor.By creating trust zones or logical groups of workloads a better and more efficient
security can be delivered. Adaptive trust zones in cloud environment provide good security measures for cloud.

1.3 Mutual Trust- A More Reliable Mechanism
Many cloud providers do not expose their infrastructure to customers. And normally, there is not any
strict rules regarding verification for reliable and trusted users. The mutual trust mechanism of customer and
cloud service provider involves two evaluations. One is trust evaluation of customer’s behaviour and the other is
trust evaluation of cloud service providers.
o |t allows the users to handover their sensitive data to a CSP, and perform full block-level dynamic
operations on the outsourced data, i.e., insertion, deletion, updating and block level modification,
e |t ensures that authorized users or customers, (i.e., those who have the right to access the owner's file)
that they can retrieve the latest version of the outsourced data,
e Itenables indirect mutual trust between the users and the various cloud service nodes, and
e Itallows the owner to grant or revoke access to the outsourced data.
Trust model of customer’s behaviour: This is done by collecting commonly used parameters in cloud
interactions, such as application vulnerability, resource utilization rate, user’s access frequency. [10]
The figure 3 shows about the user’s trust model, which defines how user is verified by authentication
and declaration. Then cloud service node verifies the user by doing several verifications, and after doing this
procedure, it gives the conformation to the user for using the services.
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Figure 3: User’s Trust Model [19]
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Trust model of cloud service providers:Cloud users tend to nodes with high credibility, just like ants always
select the path having high level of pheromone concentration. [10]

Mutual Trust:It is the confidence that both customers and cloud service nodes show to each other for future
interactions. While calculating mutual trust of any cloud computing environment, there are various parameters
which one should know, direct trust, trust pheromone, heuristic pheromone, mutual trust threshold.

Cloud users always use to choose the service nodes which have high credibility for using resources or
services, and ants always choose the path to their destination which has high level of pheromone concentration.
The trust degree of any node must be high then only user will select it for using services. Trust degree means
how reliable is a particular node or any user or customer.Ant colony optimization (ACO) is a problem solving
method and can be easily combined with other methods, so it is feasible to apply ACO in mutual trust
mechanism for cloud computing environment.

1. LITERATURE REVIEW

2.1 Mutual Trust Based Access Control Model

In cloud computing there are various on demand services like virtualization and some others are
offered to the user. But in these services there are various can be occurs an issue which mentioned is called as
access control issues. In [10] a mutual trust based model is presented. This uses an access control mechanism
with trust management to provide an access control over the cloud data. In this technique user’s behavior and
credibility of the services is used to manage the build a trust management for the access control. To solve such
problems a trust based control management is used, in that a trust management is used to restrict unauthorized
access in the given system. In trust management techniques different trust levels for the user is assigned to
access the data. In that different access at the different level is provided. The two-sided verification of user and
cloud service provider provide a secure environment.

2.2Secure model using various trust level

In [18] a trust model based measurement technique is used which provides an enhanced functionality to
deal with such problems which can be occurs in access control in cloud computing. In that a trust model is used
to provide various trust levels to the user to access cloud data. In this method, various security measures in cloud
computing is provided to get access to that data. An evaluation of the various parameters which consists security
concerns in cloud services is presented. Different parameter consist different value, sub-parameters and
functions. On the basis of these parameters and these functions various trust levels are assigned to the user to
provide better access for that data.

2.3 Centralized access control model

In [11] a centralized access control mechanism is presented. In that multi parameter and multifactor
user based authentication system is presented, which defines various access levels for the different users. An
admin have all the access control to the data. In this way, it provides an enhanced framework to provide access
control in cloud storage. In that system authentication of the user is a multi-step process, once user gets
authenticated then user can access the data file which he owns. In that way user can access only the file which
he/she owns. That protects data from unauthorized access.

2.4 ACO based access control mechanism

In [5] an ant colony system (ACS) based access and control mechanism technique to resolve the
security issues in cloud computing. In existing techniques a K-mean clustering technique is used to provide
authentication but this technique belongs to lazy learning family and required an enhancement to get better
performance for the system. Ant colony based system is an widely used technique which used to provide better
results for the authentication and access control issues in the cloud computing. But ant colony system is also
dependent on the parameters. Thus a technique is required to provide some better performance for the access
control in cloud scenario.

2.5 Various trust management models

In [6] a review over the various techniques which used to various security issues in cloud computing is
presented. there are techniques like provable data possession, proof of retrievability, HAIL, Plutus, Sirius,
attribute based encryption etc. are used to provide access control in cloud computing. But a mutual trust between
cloud service provider and the data owner is the biggest issue in these techniques. Thus a mutual trust based
access control model is presented, which considers mutual relation between the cloud service provider and cloud
service consumer, to provide better access control for the data.
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2.6 Indirect mutual trust based technique

In [7] a dynamic data and indirect mutual trust based technique is presented. In that technique owner’s
data stored at cloud server and dynamic updating for that data is provided to the user. It also provides latest
outsourced data to the user. It enables indirect mutual trust between the owner and the cloud service provider
(CSP). It provide grant or revoke access to the data. Thus, this technique provides an enhanced functionality to
provide access control for the user. In that technique digital signature based technique is used to provide access
control for the user.

2.7 Various attacks and vulnerabilities in cloud environment

In [8] a review over the attacks, vulnerabilities which occurs in the process of cloud computing is
presented. In cloud computing various on-demand services are provided. That reduce users cost and
infrastructure overhead to perform tasks. But there are several attacks to get any unauthorized access to these
services are performed by the various intruders or unauthorized users. In cloud virtual machines are provided to
the user to access various cloud services and provide a cost effective way to access these services. But
vulnerability in this virtual machine can generate various threats to the services like issue of the privacy and
security of the user’s data. Thus to reduce these threats techniques are required to provide better access to the
user.

2.8 Mutual trust oriented security model

In [9] a mutual trust oriented security model for the access control in the cloud computing is provided.
In cloud computing various on-demand services are provided to the user. But there are various issues related to
these services are also presented. Like issues related to the security of the data are also there thus access control
system is used to provide controlled access to the user and also reduce the risks of unauthorized access. In
traditional access control system some issues occurred thus new mutual trust based access control system is
presented. In existing systems there is no trust for the users is taken to provide access control. But in trust based
model a trust level is used to provide better access control for the user.The comparison table gives the detail
information about various access mechanism, their advantages and disadvantages.

Table 1: Compression table for different techniques used to provide access control in cloud computing

S.no Technique Advantages Disadvantages
Role based access control mechanism Different role for the various Still trust and reliability is
1 user to access cloud data is required.
assigned
Dynamic data and indirect trust based | A flexible dynamic mutual trust | Proper management for the
2 system based technique is provided. security is missing
Updated outsourced data is
provided
Mutual trust based Access control A mutual trust among the Functionality for the trust
3 system different users are provided management is required.
which is missing in existing
techniques
ACO (Ant colony optimization) based | Ant colony optimization based ACO having inherent
4 access control mechanism technique is used to provide defects like depends on the
access control to access cloud parameters and not able to
services. provide a global solution

for the problems

1. CONCLUSION
In cloud computing a huge amount of data can be shared over the web among different users or cloud
clients. Thus, the security and privacy of the data is the biggest concern in cloud computing. An access control
mechanism is required to restrict unauthorized access to the data. In this paper, survey of various trust based
model in cloud computing were studied and analysed. Hence the security of cloud computing environment can
be enhanced using trust models. A new framework to provide more reliable and secure access control for the
user’s data can be used for the future work.
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